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About the Presenter — Ian Verhappen
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e P.Eng. ISA Fellow, ISA CAP
e Industrial Automation Networks Inc

— Field level networks (buses & wireless) and process analyser
engineering consulting firm

« MTL (2006 — 2009)
— Responsible for all digital communications products

e 20 years in the oil sands /mining industry with Syncrude
Canada Ltd.

» Past Vice-President ISA Standards & Practices Dept. Vice-
President Strategic Planning Dept.
— Past Director ISA Analysis and ISA Communications Divisions

« IEC TC65, SC65B, SC65E Chair for Canada
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The Problem

JR)
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Too much data No information

h

Where do we want to be?
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Getting from Problem to Solution

™

INTERNATIONAL
Standards Worldwide

A4

the pressurs equipment safety authority

IEC 'SIT AN

Real Time Equipment

Health Data

TRADITIONAL CONDITION MONITORING
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Microprocessors

A
IV

Mobile Phones Mobile IT
Smart Phones, Appliances,
Notebooks Mobile 14 Telephony &
Terminals Tablets, billion* Terminal Devices
Media Players Will Become
Desktop PCs — Integrate Into

Systems That
Servers/Storage .
Routers/Switches/Gateways %Iﬁl on* Include Signals &
Printers/Imaging Data From
Game/Media Equipment & Players Sensors, Machines
Consumer/Commercial & Equipment
Vehicles Off-Highway Vehicles 25
Air/Rail/Transit/Marine Bl Ak ok .
Navigation Systems Billion** Approximately 130
Mobile Healthcare Devices Million Machine-
Building Equipment - . .

| Retail/Vending/POS/ATMs Centric Devices
Indt;srt]rial Machinery Expected To Be
Healthcare Equipment i
Power Distribution Equip Integrated in 2010
Infrastructure
Equipment -
Controllers
Sensors, - .
Instru:nents 4 20 billion To Avoid Double
Meters Counting, Embedded
Microprocessors bedded Components Are A Sub-
24 ierocontroller EBEVI@ Set Of The Overall
Opportunity
* 2010 IT-Centric Device Shipments ** 2010 Machine-Centric Device Enablement Potential ,
Sour‘ce: Harbor Research, Inc.
T
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Diagnostics Examples

Generic Automation Specific

« Watchdog timer e Sensor failure

o Temperature — Thermocouple failure
« BIOS check on startup — Impulse line plugging

— pH probe fouled
o Battery 1oL
o Communications Error

e« Memory

— No acknowledgment from
“next” device

Ambient Conditions
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Power Quality

e Ground loop errors
e ‘Noise’
— Electromotive
Interfence (EMI)

Cable spacing
— Radio Frequency
Interference (RFI)
e Low voltage or
Current
— Too long cables

JR)

Temperature

L

e Maximum
temperature =60 °C

— Heating effect of
electronics

e Minimum
temperature (- 50
OC)

— Cold start-up

5/2/2013
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Humidity

JR)

o Condensation

— Plugged vents &
drains in enclosure

— Improperly poured
seals

e Instrument Air

— Ambient temperature
changes

Status Information
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Maintenance Alerts

JR)

L

o Valves

— Cycles, distance
travelled, air supply
pressure

« Estimate of
remaining time to
failure

— Schedule repair
appropriately

Control Loops

JR)

L

 Status signal

— Good, bad,
uncertain,
maintenance

e Only control off
good / valid
information




5/2/2013

Electronic Device Description
Language (EDDL)

JR)

» Basis for smart devices in process industry

HART
IEC 61804-3 FDI work begins
HART IEC 61804-4 with IEC
Communications
Foundation
L-l Profibus

Foundation FDI Specification
Fieldbus & Products

1990
1996
2000
2004

1993
2011
2014

Data Integration
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Standards

ISA-95.00.03 4-Layer Model

| — :

i Level 4 ] ) 4 — Establishing the basic plant schedule — :

I 5“5'“?_55 _P't"!““'“g & production, material use, delivery, and |

1/ ogistics - f

A Plant Production, Scheduling, shipping. Determining inventory levels. :

I Operational Management, etc. Time frame: Months, weeks, days :

L

| :

1 Level 3 ] - 3 — Work flow / recipe control to produce the !
Manufacturing Operations desired d ducts. Maintaini |

I Management esired end products. Maintaining :

I Dispatching Production, Detailed records and optimizing the production I

| Production Scheduling, Reliability

| Assurance - process . :

L Time frame: Hours, Minutes, Seconds I

————————————————————————————— ol

2 — Monitoring, supervisory control and
automated control of the production
process.

Batch Continuous piscrete | Time frame: Hours, Minutes, Seconds, subseconds
Control Control Control |———=———=—=—=—————— —f———— - ——— !

1 — Sensing the production process, I
manipulating the production process :
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ISO 18435 Application Domain
nIntegration Diagram

\IJ

Vg

~

A4.1P|_ar11rrl1?:|a-e8tr?j:apr!s§ gfg&'g'&%ﬁ:ﬁ:ﬂness A4.2 - Inter-enterprise activities: Supply Chain | LevelR4
el e Plannipg, Logistics Strategy Enterprise/ SI’te

\ Maintenance J ]
( ‘h _') ili W@ _V) ™\ n

A3.1 - Operations Planning Asizézsr;gﬁtpgbgger A3.3 — Maintenance _Level R3
\ & Scheduling ) \ Fulfillment | \ Planning & Scheduling J . Area
{ _ R N { _ = N r N\ ]

A2.1 — Supervisory Control L [ A2.2 — Asset Prognostics and 5 1)) (B R ae Level R2

& Human Machine

Health, Quality, Safety &

Execution & Tracking

\ Interface ) _ Environment Management | ) J
T —t —
" Al.1- Control, I[/O Data A1.2 — Asset Condition f Al1.3 — Asset ) Level R1
Acquisition, Data Historian, Monitoring & Sample / Test / Configuration, Calibration — .
. Asset Utilization & Displays | | Diagnostic & Quality Monitoring | L & Repair / Replace ) Work Unit
ety Gy - g
( 1
- : P . Level R1
A0.1 — Resource Identification and Location A0.2 — Asset Identification and Location — Asset
\ ) -]

Resources (Material /Personnel)

Assets(Equipment/Facilities, Serialized
components / Sensors / Transducers / Software /
Documents)

»Work Center

Intelligent Device Management Interactions

JR)
N

-
Fieldbus

Configuration
Database

DCS Host

Plant Asset
Management System

Alarm Management
System

Work Orders

Historian

Reporting &
Analysis

5/2/2013
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Data Flow

Alarm Management Lifecycle

"« ANSI/ISA-18.2-2009 S T T T T T T T
« Includes practices for new

1 \
| |
apag s . . | | |
facilities and existing ! !
plants | .
. | |
« Includes practices to solve ! g |
(o] ange

the common alarm | Poetaited pesign . :

|
problems — :
i 1 : 1
o Builds on the work of ASM  [mplementation .
and EEMUA : !
; I < I
« Documents what is i P operation £ ) .
required and — emn :
recommended , but not ', | Maintenance [ ) !

howtodoit. @~ “===--------m-mmmmmmm——
ASM = Abnormal Situation Management Consortium
EEMUA = Engineering Equipment and Materials Users’ Association
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Industrial Ethernet Application Protocols

Protocol Sponsoring Target Transport Application
Organizations Applications Layer Layer
EtherNet/IP ODVA, Control-Net Any discrete TCP and UDP | Control and
International, Rockwell | or hybrid Information Protocol
Automation, Omron, manufacturing (CIP)
Foundation Fieldbus Foundation Process control UDP Fieldbus Function
Fieldbus-HSE Blocks
IDA-Modbus IDA Group, Schneider, Discrete TCP IDA Object model
Jetter, Sick, Kuka, manufacturing (Modbus/TCP)
Phoenix Contact especially motion
control
PROFInet Profibus International Complex UDP, TCP DCOM, PROFI-net
Machinery plus Object Model
proprietary

MODEUS.ORG
| DA ©raona

inberiaoe for Ditributed ARomRion

=

Fieldbus

BN LA AT LW BN

== TETNITIT =0 T

PROFInet

Gy

Ether/5(/IP

Source: ARC Advisory Group 2003

JR)

transfer between
business systems

— Used by ISA95
(B2MML)

— Mimosa

e Language used to

eXtensible Markup Language (XML)

5/2/2013
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Cybersecurity

Open Systems

JR)

Risks Rewards
« Easier to ‘attack’ e Lower cost
— Same vulnerabilities as e Increased support
office environment available

5/2/2013
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Regulations

JR)

L

e NERC

— North American
Electric Reliability
Council

o ISA99/IEC 62443

— Cybersecurity
standards

e DHS
— Useful links and tools

Defence in Depth - Zones and Conduits

JR)
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Copyright © ISA
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Proactive
UETGEE s

Asset Management

NO PLAN

NO PLAN

NO PLAN

5/2/2013
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Standalone systems

JR)

L

e Most commonly
used
— Stranded data

Instrument Management Systems

JR)

L

e Real time data
collection from
smart devices

 Heuristics to aid in
interpretation,
generate work
orders

» “Island” of expertise

17



System Information Architecture

Enterprise Resource Supply Chain

Management

@Maintenance Work &
Parts Management
Enterprise

Maintenance Purchase
Advisories Asset order

Maintenanc
e (EAM)

System B

Supply Chain
Management

Planning (ERP) System

Asset Advisory
Management

Process Control &
Process Managemen

Plant Asset
Management
(PAM)
Process Events SVStem Work Histories

Data c M M S

Process Advisories

Plant
Automation
System
(PAS)

Asset Collaboration /
Tolerances
Transducer Config.
Control Monitoring Set-up
Data Inspection Route:

Asset Monitoring
Variables

Asset Calibration /
Tolerance Data

Control

Parameters Asset Usage

Data

E-commerce
Maintenance
Repair &
Operations
(MRO)
Procurement
System

Plant Measurements / Inspections

Protection
On-Line
Monitors

Transient
On-Line Monitors

Survey On-
Line Monitors

Control Device
Monitoring

Operation

- - w

o c e e H 13 c —
Field Smart ol ¥ g| = @ Q|8 a 2 | @6 QO
Report valves PLC /| EARAR= €522 | @ &5 § o KRN =
epo iel g1 8|0 5525 8 58 |2 S XN g
&Field DCS EN w388 | © Be | & ) 2 | 8§ o

Devices S| o 2| | o o | 2 o a |Vig =

> a al®w a > °

Oil
Chemical

Sample
Monitoring

(o]1]
Properties

Data Mining

5/2/2013
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Data Capture

JR)

o What to capture and where

e EXxperience is retiring
— Fewer ‘experts’ available

Inferential Data

JR)

L

e Information from
patterns in data
received

— Identify anomaly not
measured directly

uf =K}
Bad sensor
Vessel fouling ~ ¥{t & {}—= .
Loop tuning v(t) 4,,. 70

19
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Trends Tell All

JR)

e Need for
Maintenance is
based on changes
over time

Work Practices

20



Culture Change

JR)

e Knowledge = Power
— Difficult to release

» Big Brother
— Watching /spying

o Fewer ‘Smarter’
workers

Getting Help

JR)

e Qutsource
— Remote assistance
‘Dial in’
Send formatted files
e Training

e
M el .

5/2/2013
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NAMUR NE 129: The Asset Health
Triangle

L

JR)

Stage 5

Strategic

Asset Operational Excellence
Management
Equipment
il Standardizats\ Stage 4
Life Cycle | Vendor H HH : .
/ Analysis Reliability| REM \ Reliability Engineering

/ FIe():(I;?)ﬁity il \ Stage 3

Organizational Excellence

Maintenance / External
Operations Integration Benchmarking

Stage 2

Proactive Maintenance

Preventative Managing CMMS / Stage L
Maintenance System | Metrics .
Work Identification Planning & Work Execution Turnaround Planned Maintenance
/ Prioritization Scheduling Review Management

There is Incentive to Change.

Are you ready to invest in the future?

22
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Useful Reference Documents

L

“Foundation Fieldbus” 4t" Edition

. Ian Verhappen & Augusto Periera
Fieldhus http://www.isa.org/Template.cfm?Section=Find_Books1&tem
plate=/Ecommerce/ProductDisplay.cfm&ProductID=11959
E-pub:

lan Verhappen and Augusto Perelra http://www.isa.org/Template.cfm?Section=Find_Books1&tem
plate=/Ecommerce/ProductDisplay.cfm&ProductID=12461
Mobi:
http://www.isa.org/Template.cfm?Section=Find_Books1&tem
plate=/Ecommerce/ProductDisplay.cfm&ProductID=12451
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Questions & Contact Information

Industrial
Automation
Networks Inc.

Ian Verhappen .
Industrial Automation Networks Inc. /"\

53 Inverness Lane SE £
Calgary, Alberta '
Canada  T2Z2Y3

+1 403 829 1077
iverhappen@industrialautomationnetworks.com
http://www.industrialautomationnetworks.com
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