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Presenter
Presentation Notes
Good Afternoon. My name is Noel Flatters, and I’m a strategic criminal intelligence analyst with the RCMP. I am very pleased to be here today to present on Critical Infrastructure Protection as a Public/Private shared responsibility.

In my presentation today, I will be outlining Canada’s approach to critical infrastructure protection, highlighting some of the key aspects of  Canada’s National Strategy on Critical Infrastructure, and discussing some of the roles and responsibilities of key players in this area.

First off, though, a bit of background on myself and the RCMP Critical Infrastructure Intelligence program.

I’m a Civilian Member of the RCMP, and have been working there for the past 5 and a half years. As a Civilian Member of the Force, I don’t have Peace Officer status – I’m not a cop! I’m a Strategic criminal intelligence analyst working within National Security Criminal Investigations. More specifically I’m part of a national Critical Infrastructure Intelligence Team within the RCMP. 

I work within a portfolio that primarily examines criminal threats to Canada’s Critical Infrastructure. As a part of National Security, our focus narrows in even further to threats that against Canada’s Critical Infrastructure with a POSSIBLE nexus to National Security. 
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Critical Infrastructure Intelligence Team 

  

 

The RCMP's CIIT examines physical and 
cyber threats to critical infrastructure in 
support of the RCMP's and Government of 
Canada's critical infrastructure protection  
mandates. 
 
CIIT is part of RCMP National Security. 

Presenter
Presentation Notes
The RCMP collaborates closely with domestic partners (such as Public Safety Canada, CSIS, ITAC, Prov. Gov’t agencies, & private sector stakeholders) and international partners (such as security and police partners to acquire, assess, analyze, produce and share criminal intelligence to assist in the prevention, detection, deterrence and response to actual and/or potential criminal threats to Canada's CI.

CIIT members provide subject matter expertise to National Security Criminal Investigations and RCMP supporting programs, and participate as subject matter experts in Interdepartmental Expert Groups within the Government.

CIIT is quite a small unit. It’s comprised of 4 Research specialists based out of RMCP National Headquarters in Ottawa – 1 specialist each for the Energy, Transport, and Financial sectors along with 1 specialist focused on Cyber-related threats.  Beyond that we have 4 Regional intelligence analysts located in Vancouver, Calgary, Toronto, and Montreal. I’m the Calgary analyst, working within the Calgary National Security Enforcement Section.
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  99.99% 
 

Presenter
Presentation Notes
To pretty much everybody in the world, this is a great number. If you had a 99.99% success rate in whatever metrics you use to measure your business’ success, I would imagine that you would be pretty darn happy. 

As a former Project Manager in the software development industry, I would have been over the moon to have a success rate like this.

Virtual perfection…
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= Failure 

Presenter
Presentation Notes
In our world, from a National Security point of view, it’s a failure.
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“Today we were unlucky, but remember 
we only have to be lucky once. You will 

have to be lucky always.” 
 
 

Communiqué from the Irish 
Republican Army to British Prime 
Minister Margaret Thatcher, on the 
occasion of the bombing of the 
Grand Hotel in Brighton, England, 
October 12, 1984 
 

Presenter
Presentation Notes
This quote from an Irish Republican Army communiqué pretty much sums up this point.

In October of 1984 the IRA detonated a large explosive device at hotel in Brighton, England. The target of the attack was Margaret Thatcher, Prime Minister of Britain at the time, and her cabinet. They were staying at the hotel for a Conservative party conference. The bomb failed to kill or injure Mrs. Thatcher or any of her Cabinet Ministers. It did, however, kill 5 people (including a Conservative MP) and wounded 34 others.

Looking at this in the context of National Security, it rather nicely sums up the point that our adversaries – those looking to harm Canada, and/or it’s citizens, and/or it’s Critical Infrastructure – can take as many tries as they want or are willing to attempt. They only have to succeed once, or have one spectacular near miss, even, to have entirely succeeded. 
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“In Canada, it consists of those physical and 
information technology facilities, networks, services 
and assets which, if disrupted or destroyed, would 

have a serious impact on the health, safety, security, or 
economic well-being of Canadians or the effective 

functioning of the Government of Canada.”  

What is Critical Infrastructure? 

Presenter
Presentation Notes
There are many different definitions of what Critical actually is. This is the definition provided by Public Safety Canada, and it’s the one we work with in the RCMP.

There are 3 main threat categories when it comes to Critical Infrastructure…
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Natural 

http://images.google.ca/imgres?imgurl=http://www.mgx.com/blogs/wp-content/uploads/2008/03/icestorm23gm.jpg&imgrefurl=http://mgx.com/blogs/tag/public-utility/&usg=__FR4f0BybJENg5CfPRw1R-oW_yjQ=&h=333&w=489&sz=49&hl=en&start=10&tbnid=ogTJ0jBSnw3FiM:&tbnh=89&tbnw=130&prev=/images?q=ice+storm&gbv=2&hl=en&sa=G
http://images.google.ca/imgres?imgurl=http://www.ngmdevelopments.co.uk/files/image/summer_floods_2007.jpg&imgrefurl=http://www.ngmdevelopments.co.uk/about/why_are_we_doing_this&usg=__qt2CA82HivBL03pbL0CKFE7Bo0Q=&h=527&w=955&sz=109&hl=en&start=9&tbnid=AaZYhRxjoJ_k3M:&tbnh=82&tbnw=148&prev=/images?q=floods&gbv=2&ndsp=20&hl=en&sa=N
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Accidental 

Presenter
Presentation Notes
Accidents are, by definition, unforeseen. It is, therefore, difficult to predict future trends in accidents involving the critical infrastructure. 

Accidents involving CI generally involve human-error, mechanical failures and computer programming errors. 

With the increased scrutiny in both the public and private sectors on critical infrastructure protection and business continuity planning, accidental threats to CI are less likely than ever before. CI robustness has been reinforced in virtually all sectors, and where the primary infrastructure has been deemed vulnerable, redundancies have been built in. These measures have made most CI sectors less prone to the negative impacts of accidents on CI facilities and networks. 

The negative impact resulting from accidents involving CI elements should continue along a downward trend. 

However, we cannot always assume an accident is an accident.
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August 2003 - Ontario and much of the 
northeastern U.S. hit by the largest 
cross-border blackout in North 
America's history.  

 

Presenter
Presentation Notes
On Aug. 14, 2003, Ontario and much of the northeastern U.S. were hit by the largest blackout in North America's history. 

Electricity was cut to 50 million people, bringing darkness to customers from New York to Toronto to North Bay. 

Streetlights went out, subway trains stopped mid-tunnel and refrigeration equipment went dead. And while some electricity consumers had service restored by early the next morning, many areas remained in darkness well into the next day and even the one following. 

The cause of the blackout, according to Canada-U.S. joint task force, can be traced back to FirstEnergy Corp. of Ohio. 

Estimated $10 billion loss to Canada/US
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Presenter
Presentation Notes
July 2007 - Environmental experts predicted long-term contamination of the land and sea around Burnaby, B.C., 
after almost 240,000 litres of crude oil spilled into Inlet Drive and Burrard Inlet… 
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Criminal/Human Induced 

Presenter
Presentation Notes
Infrastructure has long been a target for malicious attack, whether for criminal, military or political purposes. 

There are a range of actors, employing a range of tools (from conventional weapons, weapons of mass destruction - including chemical, biological radiological and nuclear agents, to cyber tools) who have displayed a willingness to engage in malicious activity directed to cyber and physical CI. 

The September 11 attacks have served to heighten our awareness of the threats to, and potential vulnerabilities within, Canada's physical and cyber infrastructure (and the nexus points where the two interconnect). 

Cyber crime and the criminal and terrorist use of information technology are significant issues for law enforcement. A sophisticated information infrastructure, a large pool of potential hackers within the country and heavy reliance on computer-based CI are all factors in making computer-based crime a serious threat to Canada. 

The Water, transportation and oil pipeline systems make appealing targets, given their diffuse nature and the difficulty of effectively protecting them from attack. 

In spite of attempts to secure these systems, the threat of a malicious attack on CI could increase. Canadian society relies on these networks, services and systems to increasing degree, thus making them ever more attractive targets. 


http://images.google.ca/imgres?imgurl=http://articles.mibba.com/data/articles/200808/original/121871149025381.jpg&imgrefurl=http://articles.mibba.com/History/1344/Failed-Terrorist-Attempts&usg=__s5YhHwDxii9oNL7jf2KBprqEEyM=&h=300&w=300&sz=21&hl=en&start=112&tbnid=wPrPHIUpMAK7zM:&tbnh=116&tbnw=116&prev=/images?q=terrorist+attacks&gbv=2&ndsp=20&hl=en&sa=N&start=100
http://www.topnews.in/files/terrorist-attack3.jpg
http://images.google.ca/imgres?imgurl=http://bobmccarty.wordpress.com/files/2007/07/fbi-wanted-poster-7-28-07.jpg&imgrefurl=http://bobmccarty.com/2007/07/28/site-lists-fbis-most-wanted-terror-suspects/&usg=__LcbLOn8i6LbCQf8kVa2MyZuKVXM=&h=575&w=743&sz=62&hl=en&start=61&tbnid=fnln18x-SWOdsM:&tbnh=109&tbnw=141&prev=/images?q=wanted+terrorist&gbv=2&ndsp=20&hl=en&sa=N&start=60
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Criminal threats to 
Canada’s critical 
infrastructure are 

more than just those 
associated to the  

Anti-Terrorism 
Legislation 

Presenter
Presentation Notes
It’s important to keep in mind that despite my group coming underneath the umbrella of National Security, we are not only concerned with terrorist threats to our critical infrastructure.

We are concerned with any suspicious activity affecting or taking place CI sites. We are, however, primarily concerned with suspicious activity and/or events that have a POSSIBLE nexus to National Security. 

I’ll speak a bit more to this later in the presentation and what this means to you as a Critical Infrastructure private sector stakeholder.  
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                      Who??? 

Presenter
Presentation Notes
So who are we really talking about when it comes to criminal threats to Critical Infrastructure?

http://www.raceweb.org/shop/index.php?main_page=product_info&cPath=6&products_id=112&zenid=5914d738daff79d15618dd7bad31392a
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It is impossible to identify a criminal by: 
 
Appearance  
Nationality  
Language  

Presenter
Presentation Notes
One thing we must always bear in mind is that there is no stereotype for what a criminal looks like. For instance, if one of the following people appeared at a gate to your facility, what would the initial reaction from your security staff be?

Darren Thurston is a Canadian anarchist and animal rights activist. In July 2006, Thurston pleaded guilty to criminal conspiracy and related arson charges that occurred from 1996 through 2001 in Oregon and four other U.S. states. These actions were claimed in the name of the Earth Liberation Front (ELF) and the Animal Liberation Front (ALF). 

The FBI arrested Thurston and 10 other members of a Portland-based animal rights and environmentalist organization that allegedly called itself "The Family.“ 

Thurston was sentenced in May 2007 to 37 months in prison in exchange for his cooperation with the investigation.  Thurston was transferred to Canadian custody, been released from custody and is residing in B.C..

Weibo Ludwig

Timothy McVeigh

http://media.canada.com/0c1e57ee-7497-458a-9d74-10105c56a2bc/04wiebo-1-wong.jpg
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Presenter
Presentation Notes
CIIT continuously monitors international and national events to remain alert for threats to Canada’s Critical infrastructure, including:

Espionage and Foreign Interference;
Domestic & international terrorism;
Cyber Threats, and;
Any other potential threats.
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 July 2010 – “Resistance 
Internationaliste” claims 
responsibility for bombing a 
Canadian Forces recruiting 
office. 

  

Government Sector Attacks 

Presenter
Presentation Notes
In July of 2010 the Resistance Internationaliste detonated an explosive device at a Canadian Forces recruiting office in Trois Rivieres, Quebec.

The statement from the RI included references to the Canadian Forces’ presence in Afghanistan being directly related to Energy Sector interests.
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Financial Sector Attacks 

May 2010 - Anarchist group 
“FFFC”claims responsibility 
for firebombing a Royal Bank 
of Canada branch in Ottawa 

Presenter
Presentation Notes
In May of 2010 an Anarchist group claimed responsibility for the firebombing of a Royal Bank branch in Ottawa.

The FFFC released a video statement which claimed that RBC was targeted because of its sponsorship of the 2010 Vancouver Winter Olympics, and �also because of it’s association with the OilSands industry in Alberta. The FFFC further claimed to be acting on behalf of aboriginal peoples, and that they planned to �attend the upcoming G8/G20 summit in Huntsville and Toronto.

When police executed search warrants in relation to the arrests they also discovered hundreds of rounds �of 7.62mm ammunition. 
�A 58 year old retired civil servant was sentenced to 3 and a half years in prison for the action.
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2004: International Resistance Initiative 
(IRI) claims responsibility for the bombing 
of a Hydro Quebec Tower  
 
2006: IRI claims responsibility for 
bombing of a vehicle belonging to an 
executive of the Canadian Petroleum 
Products Institute. 

Energy Sector Attacks   

Presenter
Presentation Notes
In Canada we have NOT been immune to criminal attacks against Critical Infrastructure.

The International Resistance Initiative is an alleged terrorist organization that first surfaced in December 2004. 

Based on communiqués believed to originate from the group, the IRI appears to hold socialist, environmentalist and anti-American views. The group has claimed responsibility for two attacks on Canadian soil.

Hydro tower bombing

In 2004, shortly before U.S. President George W. Bush's visit to Canada, a Hydro-Québec electric tower near the Canada-U.S. border in the province of Québec was damaged by explosive charges detonated at its base. 

A message, purportedly from the IRI and issued to the La Presse and Le Journal de Montréal newspapers, stated that the attack had been carried out to "denounce the 'pillaging' of Quebec's resources by the United States."

Car firebombing

In  August 2006, a car belonging to a spokesman for the Canadian Petroleum Products Institute, exploded in his driveway near Montréal. The explosion was investigated by Sûreté du Québec who confirmed that the car was firebombed. The  IRI claimed responsibility and issued a media release advising that:

 it had carried out the attack in protest against the actions of oil companies, in particular the alleged funding of "an imperialist army which is committing barbarous acts".
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Energy Sector Attacks   

May 2006: 36,000 homes and 
businesses left without electricity 
after a Hydro One Transformer 
Substation was vandalized.  

Presenter
Presentation Notes
On May 2006 – A Hydro One Transformer Substation located behind a Six Nations community was severely damaged after a vehicle was driven through the gate at the transformer compound and set on fire under switch gears. A second fire was lit in a brick building housing a transformer and other equipment.

36,000 homes and businesses in Haldimand and Norfolk Counties were without electricity for almost 2 days.
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Energy Sector Attacks 

  

 
October 2008 - July 2009: 
Six bombs deployed 
against Encana in Dawson 
Creek & Tom’s Lake region 
of NE British Columbia 

Presenter
Presentation Notes
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Sept/Oct. 2009: Greenpeace activists 
infiltrate/occupy 3 Oilsands mines and 
Processing facilities over a 3 week  
period    

Energy Sector Activism  

Presenter
Presentation Notes
In a 3 week span in the Fall of 2009, Greenpeace activists entered and occupied 3 separate Oil Sands production and processing facilities to draw attention to their Anti-Tar Sands campaign.

The first location was Shell’s Albian Sands mine. 25 Activists chained themselves to a 3 storey dump truck in an event timed to coincide with the PM Harper’s visit to Washington to meet �with President Obama. The action lasted almost 2 days and was live streamed to the internet from cameras on the ground and in small aircraft that circled the site.

The next incident occurred at Suncor’s Horizon facility and shut down a bitumen conveyor. There are, of course, massive health and safety issues associated with unplanned �shut downs of equipment of this nature. This occupation lasted approximately 10 hours.

The third incident occurred at Shell’s Scottford upgrader. In this incident activists scaled smokestacks and a construction crane to unfurl anti-tarsands banners. The action was designed�to raise awareness for their cause at a climate-change conference occurring in Copenhagen. They remained on the site for approximately 24 hours. 
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Cyber Threats  

• National Governments  

• Terrorists  

• Industrial Spies &Organized 
Crime Groups  

• Hacktivists  

• Hackers  

 

Presenter
Presentation Notes
Threats to Canada’s Critical Infrastructure are not restricted to physical.  Every day our cyber systems are being probed by foreign states, hackers and criminals and in some instances attacked. The following video provides an excellent overview of the cyber threats to Canada’s CI.

Cyber threats to a control system refer to persons who attempt unauthorized access to a control system device and/or network using a data communications pathway. This access can be directed from within an organization by trusted users or from remote locations by unknown persons using the Internet.  Threats to control systems can come from numerous sources, including hostile governments, terrorist groups, disgruntled employees, and malicious intruders. 

‐Media has written extensively on the cyber attacks targeting Finance Canada and Treasury Board of Canada Secretariat. 

‐RCMP NSCI, in partnership with our Technological Crime Branch, reviews cyber incidents targeting Canadian CI for potential criminality.

‐Notwithstanding jurisdictional and legislative challenges involved in cyber incidents, RCMP NSCI has ongoing criminal investigations involving suspected foreign intrusion, and decentralized
cyber threats (such as Anonymous), either threatening or actually targeting the cyber networks of critical infrastructure in the Canadian Energy, Finance, Government, and Manufacturing
sectors.

‐RCMP NSCI continues to take a collaborative approach to cyber threats, and rely on partnerships with Communications Security Establishment Canada (CSEC), the Canadian Cyber
Incident Response Centre (CCIRC), and the Canadian Security Intelligence Service (CSIS).
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Roles in Critical Infrastructure Protection 
Critical Infrastructure Owners/Operators  

 Primary responsibility for the protection of their 
assets. 

 Identify and manage threats, risks and 
vulnerabilities to their assets. 

 Develop and implement emergency response and 
business continuity plans. 

 

Presenter
Presentation Notes
Emergency Management Framework

Federal emergency management is based on the principle that initial responsibility for emergency response normally rests with those directly affected (the individuals).  

While all levels of government share some level of jurisdictional responsibility for regulating these diverse operations, the primary responsibility for protecting Canada’s critical infrastructure ultimately rests with the private and public sector owners and operators.  

It is commonly held that approximately 85% of Canada’s critical infrastructure is privately owned and operated.  

This means we are basically placing the health and safety of Canadians in the hands of the private sector.
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Roles in Critical Infrastructure Protection 
Municipal/Provincial/Territorial Governments  

 First response to disasters by municipalities, then 
provincial/territorial levels of government. 

Federal Government  
 Advance a collaborative FPT approach to 

strengthening the resiliency of critical infrastructure. 

 Responds to disasters on request of provincial or 
territorial government. 

 

Presenter
Presentation Notes
Emergency Management Framework

Federal emergency management is based on the principle that initial responsibility for emergency response normally rests with those directly affected (the individuals).  

If, however, the response cannot be effectively managed at that level, municipal, provincial or federal government actions may be required.  Depending on the severity of an emergency, the established sequence of responsibility is local (municipal), provincial, then federal; with federal involvement only upon provincial request or when the emergency falls under federal jurisdiction.

Local Emergencies - Where the emergency is handled by a municipality and could lead to provincial and federal involvement depending on the magnitude of the incident.

Provincial Emergencies - Where the emergency is handled by the resource capacity of a province and could lead to federal involvement depending on the magnitude of the incident.

Federal Emergencies - An emergency in which Government of Canada institutions are involved for one of the following reasons: a) and emergency is clearly within an area of federal jurisdiction; b) the provincial or territorial authorities request their involvement; or, c) the emergency affects two or more provinces or territories.

Mandated Emergencies - Where an identified federal department has an existing legislative mandate, in accordance with the Emergency Preparedness Act and related federal civil emergency preparedness policy documents.  
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The RCMP’s Role in Critical Infrastructure Protection 
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The RCMP’s Role in Critical Infrastructure Protection 

  The RCMP plays an important role in the protection of 
Canada’s critical infrastructure.  
  
The RCMP is a key provider of criminal intelligence and 
information related to critical infrastructure protection to 
other federal, provincial/territorial, and municipal partners, 
and to infrastructure owners and operators.   

Presenter
Presentation Notes
The RCMP collaborates closely with domestic and international partners to acquire, assess, analyze, produce and share criminal intelligence to assist in the prevention, detection, deterrence and response to actual and/or potential criminal threats to Canada's CI.
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  “For the RCMP to be successful in its efforts, it cannot be 
done alone. Protecting our national security requires the 

awareness and the engagement of everyone. We can’t hide behind 
a cloak of secrecy when it comes to protecting our critical 

infrastructure. The risks of not sharing information with those who 
need it are simply too great. It is a shared responsibility and we 
must all take an active role in sharing information and taking the 

appropriate steps to mitigate these threats.” 
    Gilles Michaud, Assistant Commissioner 

   RCMP National Security Criminal Investigations 

  

 

The RCMP’s Role in Critical Infrastructure Protection 



National Security Criminal Investigations 
Enquêtes criminelles relatives à la sécurité nationale 

UNCLASSIFIED 

Public/Private Information Sharing 
 Private Industry needs timely, accurate, actionable 

criminal intelligence to determine: 

 What is the threat? 

 What must be done to protect its assets? 

 How will the threat impact its operations? 

 What must be done to ensure business continuity? 

 What are the consequences - including legal 
ramifications -  if it does not provide adequate 
safeguards?  

 

Presenter
Presentation Notes
The implementation of the Government’s critical infrastructure protection strategy and the RCMP’s Suspicious Incident Reporting, will require the sharing of RCMP sensitive information and classified intelligence with persons other than Government of Canada employees, namely select owners’ and operators’ of Canada’s critical infrastructure. 

The Government of Canada including the RCMP has identified the requirement to share classified  RCMP criminal intelligence and related sensitive information with persons other than Government of Canada employees

Ultimately, the sharing of RCMP information and intelligence will assist the federal, provincial and territorial governments, and the private sector, in the development of  targeted intelligence for the benefit of the owners and operators.  

The production and dissemination of RCMP intelligence will greatly enhance the critical infrastructure stakeholders’ ability to protect their assets which will ensure the delivery of their essential services.
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Suspicious Incident Reporting (SIR) 

Presenter
Presentation Notes
The ability to exchange specific and reliable information in a timely manner with the private sector is essential to the government's role in providing national leadership in emergency management and CIP.  

Assessing threats and vulnerabilities, improving reporting capabilities, analyzing suspicious behaviour to assist in the development of  better defences and responses, are the primary goals of information and intelligence sharing within SIR. 

Timely information provided by the private sector will enable better understanding of CI sector interdependencies and the state of preparedness in CI sectors.  

It will also enable the government to better adjust national plans, promote risk reduction measures and enhance resiliency in Canada's CI. 

It will enable the government to improve its capability to provide more useful information products to its stakeholders.  During emergency situations, effective information exchange among CI partners is essential for accurate situational awareness and efficient and effective operational response. 

The SIR program is relatively new, yet it has already yielded positive results.

‐The Mohamed HERSI case, or Project SEVERE, was reported to the RCMP via SIR.

‐It demonstrates the clearest example of how early warning intelligence from our external
partners may lead to criminal investigations resulting in successful criminal charges under the
Anti‐Terrorism Act.

‐Mohamed HERSI is charged with two terrorism offences, including attempting to participate in
a terrorist group and counseling another person to do the same.

‐He was arrested prior to boarding a flight to Cairo at Pearson International Airport, and is
alleged to have had the intent to travel to Somalia to join with the listed entity known as ALSHABAAB.

‐This case, which has received a lot of media coverage, is not the only RCMP criminal
investigation started over the past year, dealing with domestic linkages to AL‐SHABAAB.

‐The case also has an element of domestic radicalization potentially leading to criminal activity,
which has also been the subject of several RCMP criminal investigations undertaken in the past
year.
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Sharing of  
Intelligence & Information 

In  
Accordance  

With 
User Access Agreement 
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Level II (Secret) 
Personal Security 

Clearances for Non-
Government of 

Canada Personnel 
and RCMP 

Supplemental 
Indices Checks 
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Subject Matter Expertise 

Public/Private/Partnerships 

Presenter
Presentation Notes
CIIT provides Subject Matter Expertise – either in-house – the RCMP including the Divisions – or through access to our extensive private sector contacts.

CIIT participates in joint threat, vulnerability and risk assessments with public and private sector partners. To support this work, CIIT researches analytical and risk assessment methodologies to identify, develop, and implement tools and best practices.



National Security Criminal Investigations 
Enquêtes criminelles relatives à la sécurité nationale 

UNCLASSIFIED 

Produce & 
Disseminate 

National Security 
Criminal Intelligence 

Products 

Presenter
Presentation Notes
CICI produces intelligence products with the assistance of our intelligence community partners as well as with our private sector partners.

CICI produces criminal intelligence assessments and indications and warnings related to physical and cyber threats to critical infrastructure through comprehensive analysis, research and evaluation of information from a variety of classified and open sources. 
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SIR Library 

 
 
 
 
 
  

 
 

Presenter
Presentation Notes
SIR will host a library that will contain a variety of intelligence reports and other information of CI interest.

Timely information sharing across governments and the public and private sectors is needed to promote effective risk management and to understand and address critical infrastructure interdependencies. 





National Security Criminal Investigations 
Enquêtes criminelles relatives à la sécurité nationale 

UNCLASSIFIED 

Conclusion: 
 Security is here to stay!   

 While the threats anaway, by working 
collaboratively to bolster security we can make it 
a lot less likely that Canada’s critical 
infrastructure will be harmed.d the risks may 
never go 

 

Presenter
Presentation Notes
There can be no greater role, no more important obligation for a government, than the protection and safety of its citizens. 

But as all Canadians know, we live in an increasingly interconnected, complex and often dangerous world. 

Our interconnected societies, the increase in terrorist acts and the threat of rapid, globalized spread of infectious disease all challenge our society and the sense of security that is so critical to our quality of life. 

And Canadians understand this new reality. 

They know that the threats to security and public safety are not just the problems other nations face. 

We too are touched by, and face, similar challenges.

We cannot dismiss the possibility that our critical infrastructures are being targeted and that our national security is at risk.

And we must constantly remind ourselves that Security is here to stay

Regardless of the nature of the threat - all infrastructures and their supporting cyber networks are at risk.

As a threat to an airline or bus today could be a threat to the energy, health, finance, telecommunication, or one of the  other sectors tomorrow.

While the threats and the risks may never go away, by working collaboratively to bolster security, we can make it a lot less likely that our critical infrastructure will be harmed.


We must be able to communicate freely and in confidence to exchange information and intelligence.

We must be prepared to develop the information and intelligence sharing network to share with CI stakeholders.

And to conclude my presentation I will quote Mr. Michael Ignatieff, 

“Thinking the worst is not defeatist. 

“It is the best way to avoid defeat. 

“Nor is it defeatist to concede that terror can never be entirely vanquished. 

“Terrorists will continue to threaten democratic politics wherever oppressed or marginalized  groups believe their cause justifies violence. But we can certainly deny them victory. 

“We can continue to live without fear inside free institutions. To do so, however, we need to change the way we think…”	

Unquote
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Presenter
Presentation Notes
Police cannot be everywhere – hunting for signs of potential attacks.  

We require the assistance of the general public and we encourage them to contact the RCMP via the National Security Information Network 1-800 number.
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Thank You 

CM Noel Flatters 
+1.403.699.2665 
noel.flatters@rcmp-grc.gc.ca 
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